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Agenda

• Disposable Email Addresses (DEAs)
• DEA Domain Registrations
• D.E.A.D. Pool Concept
• Rombertik Case Study
• D.E.A.D. Pool in ThreatConnect
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Disposable Email Addresses

• Anonymous P.O. boxes of the internet
• Fast and easy
• Can be used and abused
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DEA Domain Registrations

• Domain abuse
• Dedicated phishing websites
• Malware delivery
• C2 Infrastructure

• Registration records
• Captured in WHOIS
• DomainTools 

• Reverse Whois
• Registrant Monitor
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D.E.A.D.Pool Concept

• Internal resource for ThreatConnect Research Team
• Data partnership: DomainTools
• Objectives:

• Create collection of domains registered using DEAs
• Track WHOIS changes
• Alert on DNS resolution changes
• Provide context to other indicators in ThreatConnect

• Approach:
• Compile reverse WHOIS reports for DEA domains
• Import domains to ThreatConnect Source
• Set up DomainTools registrant alerts
• Parse alert emails and feed to ThreatConnect Source
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Rombertik Case Study

In May 2015, a single Rombertik malware sample signaled 
the end of the internet.  EVERYBODY PANIC!
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Thank you!
Alex Valdivia

Twitter: @AXValdivia (#deadpool)

LinkedIn: linkedin.com/in/axvaldivia

ThreatConnect

https://www.threatconnect.com/free/

Twitter: @ThreatConnect

youtube.com/threatconnect1


