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What is the Cyber Readiness Challenge? 
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An offensive (red team) 
capture the flag style event, 
inspired by real-life security 
issues to help understand the 
vulnerabilities in today's 
global threat landscape and to 
gain critical security 
intelligence to improve 
security posture.  



Why Are We Doing It? 

 
"Know both yourself and your enemy and you can win a 

hundred battles without jeopardy." 
 
 
 Walk in our adversary’s footsteps to understand motivations 
 Understand the five stages of a cyber attack – 

Reconnaissance, Incursion, Discovery, Capture and Exfiltration 
 Develop and practice offensive skills to aid in defense 
 Apply knowledge and experience to real-world problems 
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23 Events in 21 Locations to Date 
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Cologne 

New Orleans 



Cyber Readiness Challenge Experience 
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Cyber Readiness Challenge Online 
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Self-contained, online cyber range accessed via provided VPN 



Cyber Readiness Challenge Online 
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Objective driven, progressive capture the flag style event 



Cyber Readiness Challenge Online 
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Flags across difficulty levels and skill domains 



Cyber Readiness Challenge Online 

Symantec Cyber Readiness Challenge – Black Hat Webcast  – June 20, 2013 

Hints support varying skill levels and learning 



Cyber Readiness Challenge Online 
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Leader board with top rankings 



Register and Participate 
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Registration 

June 20, 2013 – July 26, 
2013, and onsite 

 

Event 

24x7 Noon PT Monday, 
July 29 – Noon PT 
Thursday, August 1, 2013 

go.symantec.com/cyber-readiness 
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