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Advanced attacks—harder to detect and faster compromises

Too many of alerts—uncoordinated, no business risk prioritization

Traditional network/endpoint security—fails to detect and respond



20 Critical Security Controls NSA Rank
Tripwire 

Solutions

CSC1
Inventory H/W Assets, Criticality, 

and Location
Very High

CSC2
Inventory S/W Assets, Criticality,

and Location
Very High

CSC3 Secure Configuration Servers Very High

CSC4
Vulnerability Assessment 

and Remediation
Very High

CSC5 Malware Protection High/Medium

CSC6 Application Security High

CSC7 Wireless Device Control High

CSC8 Data Recovery Medium

CSC9 Security Skills Assessment Medium

CSC10 Secure Config-Network High/Medium

CSC11
Limit and Control Network Ports, 

Protocols, and Services
High/Medium

CSC12 Control Admin Privileges High/Medium

CSC13 Boundary Defense High/Medium

CSC14
Maintain, Monitor, and Analyze

Audit Logs
Medium

CSC15 “Need-to-Know” Access Medium

CSC16 Account Monitoring and Control Medium

CSC17 Data Loss Prevention Medium/Low

CSC18 Incident Response Medium

CSC19
Secure Network Engineering 

(secure coding)
Low

CSC20
Penetration Testing and Red 

Team Exercises
Low
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Solutions

CSC1
Inventory H/W Assets, Criticality, 

and Location
Very High

CSC2
Inventory S/W Assets, Criticality,
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Tripwire Reporting & 
Analytics

Attack Surface 
Reduction

APT / MPS

SIEM

Big Data/Security 
Analytics

Threat Intelligence
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Helpful Resources

• More about Tripwire: www.tripwire.com

• “State of Security” Blog: www.tripwire.com/blog

• Follow me on Twitter: @thatdwayne

• Exec Guide to the Top 20 Controls: http://bit.ly/top20controls

http://www.tripwire.com/
http://www.tripwire.com/blog
http://bit.ly/top20controls



