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Classic Risk Equation

Risk = f {Vulnerability, Threat, Consequence }
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The Security “Fog of More”
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The Defender’s Challenges

How can | extend my information ‘reach’ to get a
more complete picture of what’s going on?

Who can | trust to help me cut through the fog?

How can the data be translated into prioritized
action?

How will | know if something relevant changes?

How can | do the right thing — and then prove it?!?
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Attributes of a usable threat model

Driven by data
Translatable to action
e as part of a larger Risk process, tailored
Repeatable, dynamic
Open

e documented, can use multiple sources,
standards-based

Demonstrable, negotiable
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The Critical Security Controls

Team Exercises
19) Secure Network Engineering

18) Incident Response Capability 18

17) Data Protection 1 7

16) Account Monitoring
and Control

15) Controlled Access
Based on Need to Know 15

14) Maintenance, Monitoring 14
and Analysis of Audit Logs

13) Boundary Defense

12) Controlled Use of
Administrative Privileges
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1) Inventory of Authorized >
20) Penetration Tests and Red 2nd Unauthorized Devices  2)

11) Limitation and Control
of Network Ports,
Protocols and Services

Inventory of Authorized and
Unauthorized Software

3) Secure Configurations for
Hardware, Software on Mobile
Device, Workstations, and Servers

4 4) Continuous Vulnerability

Assessment and Remediation

5 5) Malware Defenses

6) Application
6 Software Security

7 7) Wireless Access Control

8 8) Data Recovery Capability

9) Security Skills Assessment,

Appropriate Training to Fill Gaps

10) Secure Configuration for
Network Devices



Evolving a Threat Model
for the Critical Security Controls

Gather friends that | trust
e and guide them to consensus

Add thousands of friends

e and repeat
Translate/map from an authoritative source of data
* Verizon DBIR 2013, 2014

Add numerous sources of data
 Standardize language, workflow

Align with Risk Management Frameworks, models
 Building a “Community Threat Model”
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Why a Community Threat Model?

e Extend our information reach

 “volume, velocity, variety”

e Most Enterprises can’t do it on their own

e orcannotdo it more than once

* And even if you could, does that make sense...
* jn adynamic, connected world?

* where trust and risk are dynamic, and must be
negotiated?
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The Council on CyberSecurity

Website: www.counciloncybersecurity.org

Email: info@counciloncybersecurity.org

Twitter: @CouncilonCyber
Facebook: Council on CyberSecurity
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