
PAY NO ATTENTION TO 
THAT HACKER BEHIND 
THE CURTAIN:
A LOOK INSIDE THE BLACK HAT 
NETWORK

Neil R. Wyler

Bart Stump
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Introductions

•Neil Wyler
 14 years at Black Hat

 By day – Threat Hunting and IR 
Specialist @ RSA

 Black Hat Review Board and Training 
Review Board

 DEF CON Review Board

 DEF CON Department Lead

 801 Labs Board Member

•Bart Stump
 9 years at Black Hat

 By day – SE @ Optiv

 Black Hat Training Review Board

 DEF CON Goon

 801 Labs Board Member
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The NOC Team

• 2 Idiots

• 21 Industry Professionals

• Covering multiple states/countries

• All on vacation!
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The Extended Team

• Fortinet

• RSA

• Ruckus

• Century Link
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Equipment
• RSA

 2 Analytics Servers
 1 Packet Decoder
 1 Hybrid for Packets
 1 Hybrid for Logs
 1 Packets Concentrator
 1 Event Stream Analysis
 1 Head Unit for Malware
 ~80 TB of Storage

• Ruckus
 125 AP’s

 20 Brocade Switches

 2 RG Nets Servers

 2 AP Controllers 

• Fortinet
 3 1500D’s
 27 224D Switches
 2 448D Switches
 2 1048D Switches
 ~100 320B FortiAP’s
 1 FortiSandbox
 1 FortiSiem
 1FortiManager

• Black Hat
 Thousands of CAT5 cables
 Hundreds of power strips
 4 Intel NUC’s
 8 raspberry pi’s
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Network
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Traffic Summary
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General Network Stats
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Top Applications
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Net Statistics

Max Packet Capture Rate ~1Gbps

Total Packets Captured

Trainings

Conference Wifi

~10 Terabytes

~9TB

~1TB

Network Sessions ~125,000,000

Total Logs Captured 160,000,000

Number of unique network protocols/service 43

Non-standard traffic (non HTTP via 80, non DNS via 
53, etc.)

1.5M sessions (~60GB)
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More Stats

Network Sessions  with Cleartext Auth ~315,000 (~200K non-SNMP)

Unique Usernames Found 568

Unique Passwords Found 800

Found Porn! 2,596

Executables DL via HTTP

Executables run through automated malware analysis

Confirmed malicious via automated malware analysis

8,500

1,323

107

Port Scans (various) Lost count. ~150,000

Cleartext Search Engine Queries 5,355

Cleartext Emails 687

ICMP Data Tunneled ~500MB (HTTP, text, file transfer)

Confirmed WebShell Interaction (sessions) 25  (from Training classes)

@grifter801

@theStump3r



Top non-US Countries with Threat 
Indicators (malware DL, beaconing, 
tunneling) 
* US was 10x the #1
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IRC
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MOAR Packets
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Suspicious Binaries by Classroom

Eg. Mandalay Bay J

Assessing And Exploiting Control Systems

@grifter801

@theStump3r



I <3 Grifter
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BigFix – Why You Exfil So hard?

• 12 hours

• 10 MB of Hostname, License Status, File 

Inventory

• 7 Enterprise BigFix Servers 

• ~50 Black Hat hosts

• Cleartext HTTP, all non-standard ports
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WebShell on 54.166.72.50
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Rakhini Ransomware Download
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Executable Analysis
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Playing or Pwned?

LoJack for LatopsLoJack for Laptops
AttackIQ.com 

Research
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THANKS!

Neil Wyler (@grifter801)

Bart Stump (@theStump3r)

B
la

ck
 H

a
t 

U
S

A
 2

0
1
6


