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1.  Can	  computer	  hacking	  be	  an	  act	  of	  war?	  
2.  What	  are	  the	  limits	  to	  hacking	  in	  peacetime?	  
3.  Do	  cyber	  war	  preparations	  =	  cyber	  war?	  
4.  What	  evidence	  do	  we	  have	  today?	  
5.  Has	  the	  next	  World	  War	  already	  begun?	  
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–  U.S.	  Government:	  20	  years	  
•  NSA,	  NCIS,	  NATO	  

–  NATO	  Cyber	  Centre	  Ambassador	  
–  FireEye	  

•  Author	  
–  Strategic	  Cyber	  Security	  
–  Editor:	  The	  Virtual	  

Battlefield	  
–  Technical	  Expert:	  Tallinn	  

Manual	  
–  20+	  articles/chapters	  

•  Cyber	  conflict	  
Books:	  www.ccdcoe.org	  

Blog:	  www.2501research.com	  
Twitter:	  @KennethGeers	  	  



Science	  fiction	  or	  Sun	  Tzu?	  

“Supreme	  excellence	  consists	  in	  
breaking	  the	  enemy’s	  resistance	  
without	  fighting.”	  
“The	  best	  thing	  of	  all	  is	  to	  
take	  the	  enemy’s	  country	  whole	  
and	  intact.”	  





History:	  IT	  and	  national	  
security	  

E	  =	  PRMLUL-‐1M	  -‐1R	  -‐1P	  -‐1	  





Operation	  Orchard	  

1. 	  Denial	  of	  Service	  
2. 	  Data	  Modification	  



2011:	  Syrian	  MoD	  homepage	  
Syria	  



July	  2014	  
	  

•  Truecaller	  
–  100B	  tel	  
numbers	  

•  Tango	  
–  Millions	  of	  
accounts	  

•  Viber	  
–  200M	  users	  in	  
193	  countries	  



Grand	  cyber	  
strategy	  

§  Defend	  sovereignty	  
§  Project	  power	  
§  Net	  ubiquity/amplification	  
§  Network	  vulnerabilities	  

§  High	  return	  on	  investment	  
§  Immature	  cyber	  defenses	  
§  Plausible	  deniability	  
§  Propaganda	  



Wikileaks	  

Stuxnet	  



“There	  are	  five	  ways	  of	  a/acking	  with	  fire:	  burn	  soldiers	  in	  their	  
camp;	  burn	  stores;	  burn	  baggage	  trains;	  burn	  arsenals	  and	  
magazines;	  hurl	  dropping	  fire	  amongst	  the	  enemy.”	  

Worldwide	  reach	  
Lightening	  speed	  
Extreme	  asymmetry	  

Potential	  anonymity	  

Disseminate	  propaganda	  
Interruption	  of	  logistics	  

Neutralize	  weapons	  
Destroy	  infrastructure	  



F-‐35	  
Cockpit	  





§  Intelligence	  =	  intelligence	  
§  HUMINT	  =	  social	  engineer	  
§  Special	  forces	  =	  special	  forces	  
§  Engineer	  =	  software	  developer	  

§  Infantry	  =	  hacker	  
§  Terrain	  =	  hardware	  
§  Tents	  =	  software	  
§  Weapons	  =	  information	  

Cyber	  Army	  



Invisible	  battlefield	  



Geneva	  Convention	  
Legitimate	  targets:	  
•  Military	  
•  Infrastructure	  
•  Communications	  
•  Industry	  
•  Research	  
•  Energy	  



(Cyber)	  Arms	  Control	  
•  Public	  knowledge	  
•  Political	  will	  
•  Military	  desire	  
•  Diplomacy	  
•  Prohibition	  
•  Assistance	  
•  Inspection	  



•  CYBERCOM:	  Analogies	  Project	  

•  Pearl	  Harbor	  

•  Surprise	  Attack	  

•  Predelegation	  

•  Economic	  Warfare	  

•  Air	  Power	  /	  Air	  Defense	  

•  Offense-‐Defense	  Balance	  

•  Innovation	  War	  





















Nation	  States	  
	  

•  Offense	  
–  APT	  

•  Defense	  
–  Net	  Sec	  
–  Law	  
Enforcement	  

–  Counter-‐
intelligence	  

•  Last	  line	  …	  
–  Military?	  



How	  much	  is	  occupied	  ground?	  





Ramifications	  
1.  	  It	  is	  hard	  to	  predict	  the	  next	  war.	  
2.  	  Hostile	  activities	  are	  taking	  place	  in	  peacetime.	  
3.  	  Human	  rights	  may	  be	  needlessly	  harmed.	  
4.  	  This	  dynamic	  may	  be	  a	  recipe	  for	  chaos	  on	  the	  

Internet.	  



Cyber	  diplomacy	  
Cyber	  
Diplomacy	  



Future	  

•  There	  is	  one	  Internet	  /	  one	  cyber	  battlefield	  

–  Governments	  spy	  on	  students	  (and	  vice	  versa)	  

•  Tactical	  investment	  

–  Technical	  education	  

•  Strategic	  investment	  

–  Concept	  development	  

•  Transparency	  /	  accountability	  in	  government	  

–  Internet	  itself	  is	  the	  best	  mechanism	  

•  International	  problem	  =	  international	  solution	  

–  NATO	  /	  EU	  /	  UN	  best	  places	  to	  start	  
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